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1
Decision/action requested

SA3 is kindly requested to approve the proposed new key issue to TR 33.839.
2
References

3
Rationale

EC has witnessed the increasing need to place UPFs at the customer side, to cater to the demanding requirement on rapid data transport from the verticals. UPF in the customer network need to talk to SMF in the operator’s network. 

Current N4 security specified in TS 33.501[1] states that NDS/IP shall be used as specified in TS 33.210 [2], unless security is provided by other means, e.g. physical security.  
The NDS/IP architecture specified in TS 33.210 [2] only mandates secure tunnel being established between two security gateways (SEGs) (i.e. Za interface). For the case where UPF is at the customer network, this implies that the secure tunnel is established between the SEG at the customer network and the SEG at the operator network.

Security issues arise. The customer may not provide SEG. In this case, how to protect the N4 interface is to be studied. Also, the customer may provide SEG but the customer may be malicious, then the customer gains all the signalling over N4. The root cause is that secure channel is not guaranteed to be terminated at the UPF in customer network.

This contribution proposes a new issue to study how to protect N4 when UPF is in customer network. 
4
Detailed proposal

******************* Start of Change 1(All texts are new) *******************
5.X
Key issue #X: Protecting N4 between UPF at customer network and SMF at operator network

5. X.1
Key issue details 

EC has witnessed the increasing need to place UPFs at the customer side, to cater to the demanding requirement on rapid data transport from the verticals. UPFs in the customer network need to talk to SMFs in the operator’s network. 

Current N4 security specified in TS 33.501[10] states that NDS/IP shall be used as specified in TS 33.210 [12], unless security is provided by other means, e.g. physical security.

The NDS/IP in TS 33.210 [12] defines the architecture in Figure 5.X.1-1. It is mandated that IKEv2 and ESP are used over Za interface (SEG-SEG) to establish a secure ESP tunnel between two SEGs. Zb interface locates between NE and SEG or between two NEs, but Zb interface is OPTIONAL for implementation.  
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 Figure 5.X.1-1: NDS/IP architecture
Consider the case where UPF is in the customer side. There are two cases. 

Case 1 (Figure 5.X.1-2): There are no SEGs between UPF at the network side and SMF in the operator network. Since Zb is optional, UPF and/or SMF may not have Zb implemented. Then N4 is not protected. 
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Figure 5.X.1-2: Case 1
Case 2 (Figure 5.X.1-3): SEGs are in place at the border. A secure tunnel is established over Za. But Zb interface may not be implemented at UPF. The traffic over Zb is not protected. Also the customer may be malicious and the malicious customer can gain and manipulate all N4 signaling messages through SEG.  
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Figure 5.X.1-3: Case 2
5. X.2
Security threats

The communication between SMF in operator network and UPF in customer network is not protected if no secure tunnel is in place between the two. 
5. X.3
Potential security requirements 

The communication between UPF in customer network and SMF in operator network shall be protected. 
*************************** End of Change 1 **************************
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